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1
SYSTEM AND METHOD FOR SENDING
NOTIFICATION MESSAGE TO A MOBILE
STATION USING SESSION INITIATION
PROTOCOL (SIP)

FIELD OF THE INVENTION

The present invention relates to a system and method
using Session Initiation Protocol (SIP) control messages to
send notification messages from a management server to
wireless devices so that they can connect back to the
management server. The SIP based messages are sent
between the management server and the wireless device
using a packet-switched network, such as an IP-based net-
work, or between the management server and a proxy device
with which the wireless device is registered.

BACKGROUND OF THE INVENTION

Remote wireless device management refers to implemen-
tations and proposals for managing wireless devices
remotely by sending commands from a management system
to the devices. Typically, the device is sent a notification
message using SMS (Short Message Service) with the
telephone number of the device as the destination. On
receipt of the notification the device connects to the man-
agement server. Historically, SMS has been the bearer of
choice for such notifications because it can be sent to any
wireless device when only the telephone number of the
device is known. Further, SMS is an always-on interface, in
that as long as the device is registered with the wireless
network, SMS messages can be delivered to the device.
However, with the development of wireless devices which
support wireless interfaces other than SMS, including Inter-
net Protocol (IP), there is a need to push notifications using
packet-switched networks.

Packet-switched networks, including the internet, may
use IP for transporting packets between hosts in a network.
Voice as well as data may be sent over a packet-switched
network. Voice over IP (VOIP) architecture provides a
protocol called session initiation protocol (SIP) that handles
signaling for call management functions. Examples of func-
tions provided by SIP include INVITE, ACK, REGISTER,
BYE, CANCEL etc. These functions can be interpreted by
VOIP network elements to provide call management func-
tions. For example, a SIP INVITE message indicates that a
user or service is being invited to participate in a call session.
Any network that supports VOIP should be configured to
allow SIP messages to be routed to a host or device desti-
nation.

Wireless devices are increasingly being deployed that
carry voice traffic supported by VOIP and SIP. Some con-
verged devices support two distinct wireless interfaces; one
using the traditional mobile wireless communications pro-
tocols and networks (for example, CDMA, GPRS, GSM and
other conventional wide-area wireless networks and proto-
cols) and another using interfaces that directly support the
packet-switched IP protocol, such as IMS (IP multimedia
subsystems), Wi-Fi, and WiMax. Wireless devices and net-
works that support SIP offer several advantages, including
lower cost, over traditional wireless radio technologies.

These advantages drive a need to support SIP protocols on
wireless devices in order to support functions previously
implemented manually or over conventional networks, such
as sending different types of notifications to wireless
devices. One important function, using SIP messages to
notify wireless devices to initiate management sessions with
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a server, has the advantage of providing an alternative to
SMS. This capability would be useful where sending a
message to devices through a packet-switched network is the
preferred method of initiating management sessions with
devices, for example for converged devices or where SMS
is not available due to lack of coverage.

SUMMARY OF THE INVENTION

The present invention is a method and system for sending
SIP notification messages to a wireless device, for example
a wireless telephone, that can accept SIP control messages.
The method and system of the present invention use SIP
messages as notifications to host or device end-points in
order to initiate remote management sessions with a server.

In one aspect of the present invention, a management
server notifies the device client to establish a connection
with the server, and provisions, activates, and/or manages
the wireless device by programming the device with param-
eters and software. In order to connect to the management
server, the device needs information about how to contact
the server. A device that is pre-provisioned with the neces-
sary information to connect to a management server on
receipt of a notification message is called a “bootstrapped
device”. Bootstrap information—such as the address of the
management server, the necessary credentials to communi-
cate with the server, etc.—is sufficient for the device to
establish a management session. During the resulting man-
agement session, the required parameters and software
required for management of device on the network are sent
to the device.

A SIP invite message is sent by a management server to
notify a wireless device to initiate a management session.
The management server can send the SIP message over a
packet-switched network.

The present invention includes a system comprising a
mobile wireless network connected with VOIP-enabled
wireless devices. In the VOIP protocol, an SIP invite mes-
sage can be used to establish a call session as well as
establish a data session. In one embodiment of the present
invention SIP invite is used to notify a wireless device to
initiate a data session with a management server.

In one aspect of the invention, a method is described by
which a management server sends notifications to a device
using a SIP invite message. The method comprises receiving
the telephone number of the device and embedding the
credential information in the invite message. The credential
information includes the address of the management server
and the security credentials necessary to access the man-
agement server.

In another aspect of the invention, the management server
determines the IP address of the device given the device’s
telephone number and then sends a notification message
embedded in a SIP invite message over the network. In
another aspect of the invention, the device informs the
management server of its link local address (the device’s
own IP address derived from its MAC address).

In another aspect of the invention, a wireless device uses
SIP messages to register with a proxy device which in turn
registers the device with a management server. The regis-
tration information sent by the wireless device includes the
capability of the wireless device. The management server
will send a SIP invite message to the device to initiate a
management session.

In another aspect of the invention, a wireless device uses
SIP messages to register with a proxy device which in turn
registers the device with a management server. The regis-
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tration information sent by the wireless device will include
a tag classifying the wireless device as direct or indirect. The
management server structures the header of a SIP invite
notification message based on the tag of the wireless device.
If the tag indicates a direct device, the SIP invite message is
sent from the management server directly to the wireless
device. If the tag indicates an indirect device, the SIP invite
message is sent to the proxy device which in turn relays the
notification message to the wireless device. When a notifi-
cation message is sent through the proxy device, the header
information needed for the wireless device will be embed-
ded inside the header information for the proxy device. The
notification message will be contained in the message por-
tion of the SIP invite message.

Yet another aspect of the invention is directed at a method
by which the wireless device or the proxy device informs the
management server of any change in the IP addresses of the
wireless device due to a move into a new network or
reassignment of the IP address.

The present invention teaches a method for establishing a
data session between a wireless device and a management
server over a wireless network, the wireless device operable
to receive and parse SIP messages, the wireless network
operable to transmit messages between the wireless device
and the management server. The method includes retrieving
an address for the wireless device on the management server,
sending a SIP invite message from the management server
to the wireless device, receiving the SIP invite message on
the wireless device, parsing the SIP invite message on the
wireless device, and establishing the data session between
the wireless device and the management server.

In another aspect of the invention, the SIP invite message
contains bootstrap information for the wireless device to
connect to the management server.

In another aspect of the invention, the bootstrap informa-
tion contained in the SIP invite message includes server
security credentials and a server address to which to connect
to the management server.

In another aspect of the invention, there is an additional
step of receiving notification messages sent by the manage-
ment server as SIP invite messages on a specific port on the
wireless device.

In another aspect of the invention, there is an additional
step of registering a device identity and network address of
the wireless device with the management server.

In another aspect of the invention, there is an additional
step of determining the network address of the wireless
device from a device identity.

In another aspect of the invention, the step of determining
the network address of the wireless device includes sending
the device identity from the management server to a data-
base using a SIP message and sending the network address
of the device to the management server from the database
using a SIP message.

In another aspect of the invention, there is an additional
step of re-registering the wireless device with the manage-
ment server when a network address of the wireless device
changes.

A method is described for establishing a data session
between a wireless device, a proxy device and a manage-
ment server over a wireless network, the wireless device and
the proxy device operable to receive and parse SIP mes-
sages, the wireless network operable to transmit messages
between the wireless device and the proxy device and the
proxy device and the management server. The method
includes registering the wireless device with the proxy
device, sending a notification message embedded inside a
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SIP invite message from the management server to the proxy
device, sending the SIP invite message from the proxy
device to the wireless device, receiving the SIP invite
message on the wireless device, and parsing the SIP invite
message on the wireless device.

In another aspect of the invention, a device identity of the
wireless device is encapsulated within the SIP message sent
to the proxy device. In another aspect of the invention, the
notification message embedded in the SIP invite message
contains bootstrap information for the device to connect to
the management server. In another aspect of the invention
the bootstrap information contained in the SIP invite mes-
sage includes server credentials and a server address to
which to connect to the management server.

In another aspect of the invention, there is an additional
step of receiving the notification messages sent as SIP invite
messages on a specific SIP port on the wireless device. In
another aspect of the invention, there is an additional step of
registering a network address of the proxy device with the
management server. In another aspect of the invention, there
is an additional step of registering a device identity and
network address of the wireless device with the proxy
device.

In another aspect of the invention, the proxy device
registers a network address of the wireless device with the
management server.

In another aspect of the invention, a link local address of
the wireless device is encapsulated within the SIP message
sent to the proxy device. In another aspect of the invention,
the proxy device is listening on a special port for notification
messages sent as SIP invite messages. In another aspect of
the invention, the proxy registers its network address with
the management server.

In another aspect of the invention, the wireless device
registers its device identity and link local address with the
proxy device. In another aspect of the invention, the proxy
registers the link local address of the wireless device with
the management server.

In another aspect of the invention, there is an additional
step of re-registering the proxy device with the management
server when a network address of the proxy device changes.
In another aspect of the invention, there are additional steps,
including detecting a change of a network address of the
wireless device, re-registering the wireless device with the
proxy device, and sending the re-registration of the wireless
device to the management server from the proxy device.

In another aspect of the invention, the proxy device, on a
change in a network address of the registered wireless
device, re-registers the network address of the wireless
device with the management server.

BRIEF DESCRIPTION OF THE DRAWINGS

The details of the present invention, both as to its structure
and operation, can best be understood by referring to the
accompanying drawings, in which like reference numbers
and designations refer to like elements.

FIG. 1 is an exemplary block diagram of a network
system in which the present invention may be implemented.

FIG. 2 is an exemplary block diagram of the network
system shown in FIG. 1 incorporating the messaging tech-
nique of the present invention.

FIG. 3 is an exemplary flow diagram of a process where
a wireless device registers with a management server.

FIG. 4 is an exemplary flow diagram of a process where
a wireless device registers with a proxy device and a
notification message is sent to the wireless device.



US 9,462,060 B2

5

FIG. 5 is an exemplary flow diagram of a process where
a wireless device registers with a proxy device and a
notification message is sent indirectly to the wireless device
via the proxy device.

FIG. 6 is a diagram of an exemplary block diagram of a
system on which the present invention may be implemented.

DETAILED DESCRIPTION OF THE
INVENTION

An exemplary block diagram of a network system in
which the present invention may be implemented is shown
in FIG. 1. The system in FIG. 1 is configured to remotely
manage one or more wireless devices 102. A management
server 108 is connected to a packet-switched network 106
which in turn is connected to a wireless network 104. The
wireless device 102, either when notified by the manage-
ment server 108 or periodically, communicatively connects
to the management server 108 to initiate a management
session, also called a data session, during which manage-
ment actions are performed on the device 102. Management
actions performed during a data session or management
session may include, but are not limited to, programming the
device 102 with parameters and software for provisioning,
activating, or updating of the device 102. Wireless network
104 is connected to a device 102, for example by a wireless
interface. Wireless network 104 may use communication
protocols or other wireless link protocols, including but not
limited to CDMA, GPRS, UMTS, HSPDA, EVDO, EVDY,
WiFi, WiMAX, or Bluetooth.

A mobile wireless device 102 can be any device that
supports wireless communication including mobile tele-
phones, laptop computers, personal digital assistants
(PDAs), or network-capable-televisions. The device 102
could support a single wireless communication standard or
support multiple wireless communication standards. These
communication standards are exemplified by wireless net-
works such as GSM, CDMA, FOMA, next generation
technologies found in cellular communication systems, as
well as packet-switched IP-based wireless networks exem-
plified by Bluetooth, 802.11 or WiMax networks. A device
102 supporting multiple standards may communicate on any
of the standards either separately or simultaneously. The
communication could occur in different mediums, for
example, over licensed spectrum or unlicensed spectrum or
in another example, over local area networks or wide area
networks. The wireless device 102 will support SIP, and may
support other protocols, for example SIP-based VOIP.

The wireless device 102 will also support data transmis-
sion over packet-switched networks 110. The device 102 can
be connected to network 110 in a variety of ways, for
example device 102 may be connected directly to a line-
based network 106, or in another example to a wireless
network 104, or for example simply treat the networks as
transparent 110 (any combination of a wireless or line-based
network, including solely one or the other). Network 110
may include one or more networks, for example may include
both public networks and private networks, and may utilize
any packet-based networking protocol such as Transmission
Control Protocol/Internet Protocol (TCP/IP).

As shown on FIG. 2, a management client 202 on the
wireless device 102 is capable of handling messages
received over a network 110. The network 110 supports
sending of messages using SMS (short messaging service)
or using SIP. The management client 202 is capable of
receiving and parsing SIP messages. The management client
202 for example may be software programmed on the
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memory of device 102, or as another example, may be
programmed on a chip integrated into the hardware of a
device 102, or in yet another example may be added as a
portion of hardware peripheral and connected to device 102.
Management client 202 may have a number of functions, for
example, listening for, sending, or receiving SIP messages
over the network 110. Management client 202 may commu-
nicatively connect with any system or device on network
110, for example including database 204 or management
server 108. Any firewalls or gateways in the network 110
will be configured to allow SIP messages to pass through.

The management server 108 is connected to the packet-
switched network 110 as shown in FIG. 2. To send a message
to any host on the network 110, such as the wireless device
102, the management server 108 may obtain the network
address, such as the IP address, of the host. The management
server 108 addresses messages to a device using the tele-
phone number or other unique identifier of the device 102.

The device 102 may be registered with the management
server 108, or may be registered with a database 204. The
registration may associate the telephone or MSISDN num-
ber of the device 102 with the network address of the device
102, or may associate some other unique identifier of the
device 102 with the network address of the device. If the
network address or IP address or SIP caller-id or SIP address
of the device 102 is explicitly associated with the device’s
102 telephone number or unique identifier at the manage-
ment server 108 or the management server 108 contacts a
database 204 (e.g., enum database, SIP server), the manage-
ment server will obtain the network address or IP address or
SIP caller-id or SIP address of the device 102 using the
telephone number or other unique identifier of the device
102.

The unique identifier, which may be referred to as the
device identity, can be a unique immutable string that is
associated with the device 102 hardware. This may be
assigned to a device 102 by the manufacturer and as such
contains information about the device 102. Examples of
such a unique identifier or device identity include device
serial number, Electronic Serial Number (ESN), Mobile
Equipment Identifier (MEID), (International Mobile Equip-
ment Identity) IMEIL, or Stock Keeping Unit (SKU). This
device identity generally is associated with a hardware
component of the device 102 and uniquely identifies the
device 102.

To initiate a communication with a wireless device 102,
the management server 108 notifies the device 102 of an
incoming communication by sending a SIP invite message
206 with a message header in which the destination address
is the network address or IP address or SIP caller-id or SIP
address of the wireless device 102 obtained by the manage-
ment server as described above. The management server 108
may address the header of the invite message 206 with
information additional to the network address, for example
to a particular port of the wireless device 102, or for example
to a particular port that is assigned to or listened to by
management client 202 on device 102. The message header
also contains information about the management server 108
such as the server’s 108 URL or network address and may
also contain the necessary security credentials to initiate a
data session between the device 102 and the management
server 108. All the data that is embedded in the SIP invite
message that is received by the management client 202 on
the device 102 is termed the notification message.

In one aspect of the invention, a wireless device 102
active on the network 110 (network 110 is described more
fully with reference to FIG. 1) can announce its presence on



US 9,462,060 B2

7

the network 110 to the management server by registering its
network address directly with the management server 108 as
shown in FIG. 3. In the example demonstrated in FIG. 3, the
wireless network 104 consists of one or more wireless
access points 302 acting as a gateway between the fixed
network 106 and the wireless devices 102. The device 102
can use any of the available transport mechanisms exem-
plified by protocols such as SMS, TCP/IP, UDP/IP, SIP
REGISTER, https, http to register 304 with the management
server 108. The device 102 may have the address and
credentials for the management server 108 because it has
previously registered with the management server 108, or it
may have “bootstrap information”.

In order to connect to the management server 108, the
device 102 needs information about how to contact the
management server 108. A device 102 that is provisioned
with the necessary information to connect to a management
server 108 is called a “bootstrapped device”. Bootstrap
information—such as the address of the management server
108, the necessary credentials to communicate with the
server 108, etc.—is sufficient for the device 102 to register
or to establish a management session. This information may,
for example, be pre-loaded onto the device 102, or alterna-
tively the information may be sent to the device 102 by the
management server 108 in the header of an SIP invite
message 206 such as a notification message, or in another
alternative the bootstrap information may be sent separately
within an SIP message sent for the purpose of programming
the device 102 with the necessary bootstrap information for
the management server 108, or in another alternative the
information may be sent in the header of an SIP message
sent to device 102 for any other purpose.

To initiate a management session with the wireless device
102, according to the example in FIG. 3 the management
server 108 embeds a notification message in the SIP invite
message 206 and sends it to the wireless device 102. On
receipt and parsing of the SIP invite message the manage-
ment client 202 on device 102 initiates a data session 310
with the management server 108.

The management session 310 with the server is typically
carried over a standard protocol such as http 308. However,
the session can be carried over any suitable transport avail-
able and practical for the device, for example, FTP. Further,
a management session 310 could involve multiple interac-
tions between the device and the server.

In another embodiment of the invention, if the wireless
device 102 is not be able to directly register with the
management sever 108, the device 102 can register 404 with
a local proxy device 402 as shown in FIG. 4. The proxy
device 402 is connected to the network 110 and supports any
of'the wireless interfaces necessary to communicate with the
wireless device 102. Examples of such proxy devices 402
include but are not limited to set top boxes, cable modem
routers, DSL routers, or a customer premises equipment
(CPE) device. The proxy device 402 in turn registers 406 the
wireless device 102 with the management server 108.

The registered device 102 is capable of receiving SIP
messages, for example directly from the management server
108 or alternatively is capable of receiving SIP messages
only from the proxy device 402. The registration informa-
tion sent by the wireless device 102 or by the proxy device
402 in steps 304 or 404 may indicate whether the device 102
is capable of receiving messages directly from the manage-
ment server, for example the registration information may
include a tag classifying the wireless device as direct or
indirect. The management serverl08 may structure the
header of a SIP invite notification message based on the tag
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sent by the wireless device 102 or proxy 402. For example,
if the tag indicates a direct device, the SIP invite message is
sent from the management server 108 directly to the wireless
device 102 as shown in FIG. 4. Alternatively, if the address
of the wireless device 102 contained in the registration
message is a publicly routable address, then the management
server 108 may directly send the SIP invite message 206 to
the wireless device 102 as shown in FIG. 4.

FIG. 4 shows an example of the mechanism by which the
proxy device 402 relays a registration message to the
management server 108. The wireless device 102 relays a
registration message in step 404 to the proxy device 402 via
wireless network 104. The registration message contains the
address of the device 102. The proxy device 402 relays the
registration information to management server 108 via net-
work 106 in step 406. As shown in FIG. 4, if the address of
the wireless device 102 contained in the registration mes-
sage is a publicly routable address, then the management
server 108 directly sends the SIP invite message 206 to the
wireless device 102. Wireless device 102 initiates a man-
agement session with management server 108 in step 308,
for example, using HTTP protocol.

However, as shown, for example, in FIG. 5, if the address
of the wireless device 102 is a private address then the SIP
invite message 206 is sent to the proxy device 402 with the
device identifier or private address of the wireless device
102 contained in the invite message in step 206, and the
proxy device 402 in turn relays the SIP invite message 206
to the wireless device 102 at the private address of the
wireless device 102. For example, the management server
108 sends a notification message 206 to the wireless device
102 by embedding the private address of the wireless device
102 within the SIP message sent to the proxy device 402. On
receipt of the SIP invite message 206, the proxy device 402
strips the outer header and relays the SIP message 206 to the
wireless device 102. The wireless device 102 then initiates
a management session 310 with the management server 108
via network 110.

In another embodiment of this invention, the wireless
device 102 or the proxy device 402 can reregister with the
management server 108 whenever the network address of
the wireless device 102 changes. The network address
assigned to a device 102 can change for various reasons, for
example when the device 102 moves to a different network
104, or attaches to a different proxy device 402, or the lease
on the assigned network address expires. The management
server 108 needs to know the current network address of the
device 102 to which the notification is sent. When the device
102 is reregistered with the management server 108, the
destination address of any SIP invite message 206 is
updated. The re-registration may involve, for example, any
of the steps as explained in the method for registration
above, or alternatively, may involve greater or fewer steps.

A block diagram of an exemplary user system 600, in
which the management server 108 of the present invention
may be implemented, is shown in FIG. 6. User system 600
is typically a programmed general-purpose computer sys-
tem, such as a personal computer, workstation, server sys-
tem, and minicomputer or mainframe computer. User system
600 includes processor (CPU) 602, input/output circuitry
604, network adapter 606, and memory 608. CPU 602
executes program instructions in order to carry out the
functions of the present invention. Typically, CPU 602 is a
microprocessor, such as an INTEL PENTIUM® processor,
but may also be a minicomputer or mainframe computer
processor. Although in the example shown in FIG. 6, user
system 600 is a single processor computer system, the
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present invention contemplates implementation on a system
or systems that provide multi-processor, multi-tasking,
multi-process, multi-thread computing, distributed comput-
ing, and/or networked computing, as well as implementation
on systems that provide only single processor, single thread
computing. Likewise, the present invention also contem-
plates embodiments that utilize a distributed implementa-
tion, in which user system 600 is implemented on a plurality
of networked computer systems, which may be single-
processor computer systems, multi-processor computer sys-
tems, or a mix thereof.

Input/output circuitry 604 provides the capability to input
data to, or output data from, user system 600. For example,
input/output circuitry may include input devices, such as
keyboards, mice, touchpads, trackballs, scanners, etc., out-
put devices, such as video adapters, monitors, printers, etc.,
and input/output devices, such as, modems, etc. Network
adapter 606 interfaces user system 600 with Internet/intranet
610. Internet/intranet 610 may include one or more standard
local area network (LAN) or wide area network (WAN),
such as Ethernet, Token Ring, the Internet, or a private or
proprietary LAN/WAN.

Memory 608 stores program instructions that are executed
by, and data that are used and processed by, CPU 602 to
perform the functions of user system 600. Memory 608
typically includes electronic memory devices, such as ran-
dom-access memory (RAM), which are capable of high-
speed read and write operations providing direct access by
the CPU 602. Additional memory devices included in user
system 600 may include read-only memory (ROM), pro-
grammable read-only memory (PROM), electrically eras-
able programmable read-only memory (EEPROM), flash
memory, electro-mechanical memory, magnetic disk drives,
hard disk drives, floppy disk drives, tape drives, optical disk
drives, etc.

Memory 608 includes processing routines 610, file access
routines 612, applications 614, and operating system 616.
File access routines 614 include software that provides
access to files stored on local file storage and remote storage.
Applications 614 include software used to perform other
functions on user system 600. Operating system 616 pro-
vides overall system functionality.

It is important to note that while the present invention has
been described in the context of a fully functioning data
processing system, those of ordinary skill in the art will
appreciate that the processes of the present invention are
capable of being distributed in the form of a computer
readable medium of instructions and a variety of forms and
that the present invention applies equally regardless of the
particular type of signal bearing media actually used to carry
out the distribution. Examples of computer readable media
include recordable-type media such as floppy disc, a hard
disk drive, RAM, and CD-ROM’s, as well as transmission-
type media, such as digital and analog communications
links.

Although specific embodiments of the present invention
have been described, it will be understood by those of skill
in the art that there are other embodiments that are equiva-
lent to the described embodiments. Accordingly, it is to be
understood that the invention is not to be limited by the
specific illustrated embodiments, but only by the scope of
the appended claims.

What is claimed is:

1. A method for establishing a device management session
between a wireless device and a device management server
over a wireless network, the wireless device and a proxy
device operable to receive and parse Session Initiation
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Protocol messages, the wireless network operable to trans-
mit messages between the wireless device and the proxy
device and the proxy device and the device management
server, the method comprising:

registering the wireless device with the proxy device,

where in response thereto, the proxy device sends a
registration message to the device management server,
the registration message including a network address of
the wireless device, wherein a device identity and the
network address of the wireless device are registered
with at least one of the proxy device and the device
management server, the device identity being a unique
immutable identity associated with the wireless device;

generating a notification message embedded inside a

Session Initiation Protocol invite message including the
network address of the wireless device, the Session
Initiation Protocol invite message providing an indica-
tion to establish the device management session
between the device management server and the wire-
less device;

sending the Session Initiation Protocol invite message

from the device management server to the proxy
device;

sending the Session Initiation Protocol invite message

from the proxy device to the wireless device at the
network address of the wireless device;

receiving the Session Initiation Protocol invite message

on the wireless device; and

parsing the Session Initiation Protocol invite message on

the wireless device.

2. The method of claim 1, where the device identity of the
wireless device is encapsulated within the Session Initiation
Protocol invite message sent to the proxy device.

3. The method of claim 1, where the notification message
embedded in the Session Initiation Protocol invite message
contains bootstrap information for the device to connect to
the device management server.

4. The method of claim 3, where the bootstrap information
contained in the Session Initiation Protocol invite message
includes server credentials and a server address to which to
connect to the device management server.

5. The method of claim 1, wherein the Session Initiation
Protocol invite message is received on a specific Session
Initiation Protocol port on the wireless device.

6. The method of claim 1, further comprising registering
a network address of the proxy device with the device
management server.

7. The method of claim 1, where the proxy device
registers the network address of the wireless device with the
device management server.

8. The method of claim 1, where a link local address of the
wireless device is encapsulated within the Session Initiation
Protocol invite message sent to the proxy device.

9. The method of claim 1, where the proxy device is
listening on a special port for notification messages sent as
Session Initiation Protocol invite messages.

10. The method of claim 1, where the proxy device
registers its network address with the device management
server.

11. The method of claim 1, where the wireless device
registers its device identity and link local address with the
proxy device.

12. The method of claim 1, where the proxy device
registers a link local address of the wireless device with the
device management server.
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13. The method of claim 1, further comprising re-regis-
tering the proxy device with the device management server
if a network address of the proxy device changes.

14. The method of claim 1, further comprising:

detecting a change of the network address of the wireless

device;

re-registering the wireless device with the proxy device;

and

sending the re-registration of the wireless device to the

device management server from the proxy device.

15. The method of claim 1, where the proxy device on a
change in the network address of the registered wireless
device, re-registers the network address of the wireless
device with the device management server.

16. The method of claim 1, further comprising establish-
ing the device management session between the wireless
device and the device management server.

17. The method of claim 1, further comprising determin-
ing the network address of the wireless device from a device
identity.

18. The method of claim 17, wherein determining the
network address of the wireless device comprises:

sending the device identity to a database using a Session

Initiation Protocol message; and

receiving the network address of the device from the

database using a Session Initiation Protocol message.

19. The method of claim 1, further comprising re-regis-
tering the wireless device with the device management
server if the network address of the wireless device changes.

20. The method of claim 1, wherein registering the
wireless device includes indicating that the wireless device
is an indirect device.

21. A method for establishing a device management
session between a wireless device and a device management
server over a wireless network, the wireless device and a
proxy device operable to receive and parse Session Initiation
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Protocol messages, the wireless network operable to trans-
mit messages between the wireless device and the proxy
device and the proxy device and the device management
server, the method comprising:
registering the wireless device with the proxy device,
where in response thereto, the proxy device sends a
registration message to the device management server,
the registration message including a network address
and a device identity of the wireless device, wherein a
device identity and the network address of the wireless
device are registered with at least one of the proxy
device and the device management server, the device
identity being a unique immutable identity associated
with the wireless device;
generating a notification message embedded inside a
Session Initiation Protocol invite message including the
network address of the wireless device, the Session
Initiation Protocol invite message providing an indica-
tion to establish the device management session
between the device management server and the wire-
less device;
sending the Session Initiation Protocol invite message
from the device management server to the wireless
device at the network address of the wireless device;

receiving the Session Initiation Protocol invite message
on the wireless device; and

parsing the Session Initiation Protocol invite message on

the wireless device.

22. The method of claim 21, wherein registering the
wireless device includes indicating that the wireless device
is a direct device.

23. The method of claim 21, further comprising estab-
lishing the device management session between the wireless
device and the device management server.

#* #* #* #* #*



